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hosting websites
gaming

email
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Error detection and correction:
parity check

check digits

checksum

echo check

ARQ

Aurity Aspects:

Brute Force Attacks
DDos(Distributed Denial of Service attact

Internet Service Provider (ISP)
China Telecom
China Unicom
China Mobile

global wide area network (WAN)

Hacking
malware

Virus Prevent

Worms Access Level

Trojan horses Anti-malware

Spyware anti-virus

Adware anti-spyware

_ RansomWare Authentication

Ph'Sh")g two-step verification
Pharming

Automatic Software updates
Firewall

ProxyServer

Privacy Setting

SSL

Social Engineering

firewall (software firewall )

Data packets

Bit Rate: 100Mbps

packet header:
1. sending station
2. receiving station

Localarea network (LAN)

Packet switching

Router

Wireless Router [

916]

static ip addresses
dynamic ip addresses

/ CP protocol
N —
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=]
transmission

/ half-duplex / full-dupl
serial / parallel

IP Address
192.168.1.234

Client

3. sequence number
payload: data
packet trailer:

Encryption
1. Symmetric encryption: same key
2. Asymmetric encryption: public key / private key

plain text/cipher text

Server IP Address
119.3.238.64

IPv4 / IPv6

;

DNS:Domain name service
convert domain name to IP address

7

domain name:

Protocol
http
https: http with ssl

NIC (Network Interface Card)

WNICS (Wireless NIC)

Mac Address 48 bits
manufacture's code
device serial number

IP Address
Static IP Address
Dynamic IP Address

IPv4: 32 bit 192.168.0.1

IPv6: 128 bit

—

HTML (hypertext mark-up language)
CSS(cascading style sheets)

.

bilibili.com

www.bilibili.com

url (uniform resource locator):
https://iwww.bilibili.com/v/popular/all

/
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1. session cookie
2. persistent cookie

. Hyperlink

Web Browser:

. home page/ address bar

. bookmarks

. user history

. navigate forwards and backwards
. multiple tabs

cookies

. hyperlinks

. cache

9. javascript
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(OS)Handling Interrupt

1. Timing single

2. Input/Output process
3. Hardware fault

4. User interaction

5. Software error

(OS)Manage Multitasking

1. resources allocate specific
processor time

2. processes can be interrupted

Core 1

Throughput: ~1 instruction per cycle. One cycle takes
~0.33 nanoseconds. The exact number of cycles

depends on the instruction

SRAM
L1 Data Cache
32 KB
Latency: 1ns (3 cycles)

L1 Data Cache
32 KB
Latency: 1ns (3 cycles)

Intel Core 2 Duo Processor
3.0GHz, E8400 Wolfdale

fetch-execute cycle
Fetch -> Decode -> Execute

SRAM

L2 Data Cache
6 MB
Latency: 4.7ns (14 cycles)

L1 Data Cache

32 KB

Throughput: ~1 instruction per cycle. One cycle takes
~0.33 nanoseconds. The exact number of cycles
depends on the instruction

Latency: 1ns (3 cycles)

Core 1

The CPU interacts with the outside world
solely through a set of pins; it doesn't
concern itself with what actually exists
out there. The CPU primarily interacts
with the external environment through
three methods: memory address space,
1/0 address space, and interrupts.

L1 Data Cache
32 KB
Latency: 1ns (3 cycles)

Address Bus Data Bus Control Bus
L 33 Address Pins 64 Data Pins 5 Request Pins
36 bit add
S f:y,e'ess A[35:3]# Al63:0}# Al4:0]$
Total (64GB physical memory) produce timing signals
Front Side Bus
133MHz DDR3
. . Bandwidth: 10GB/s
Provide an interface
1. Command line interface (CLI) NUMA (Non-Uniform Memory Access)
2. Graphical user interface (GUI) after 2009 nehalem
CRT Display \4
UMA (Uniform Memory Access) Main M DHEM
PCI Express x16 Graphics Inter X48 before 2009 nehalem o T :Iladuelt:o:yeGB
(Graphic Card) Northbridge chip Latency: ~83 ns(~250cycles)
LCD Display VGA
HDMI
[ Memory Management

Security Management 1. data moved between RAM and

1. software update, last version HDD/SSP

2. access right DMI Interface 2. protention to prevent two

3. anti-virus, firewall
4. integrity, confidentiality and availability
data

PCle x1, 500MB/s (each way)
NIC (Network interface card)

100 Mbit wired ethernet ~ 10MB/s

Managing User account

1. user login

2. user's data store in separate part of

memory

Gigabit wired ethernet ~ 100MB/s

Wireless 802.11b ~ 1MB/s

SSD (Solid State Driver)

Virtual memory

750GB Hard Disk Driver
7,200 RPM Western Digital

16MB
Hard Disk Driver Cache
Operates at SATA rate

0s Sustained Disk I/0

(minimal seeks)
~60 MB/s

Average Read Seek Time:

~13.7ms (41 million cycles)

Average Read Seek Time:
~15ms (45 million cycles)

Managing Files

1. maintains file directories
2. file name conventions

Wireless 802.11g ~ 2.5MB/s

Intel ICH9R
Southbridge chip

Sound Card <>

<>

Bandwidth: 1GB/s (each way)

keyboard

SIO mouse

competing applications from using
the same memory locations at the
same time

USB (Universal Serial Bus)

Managing Peripherals and drivers ’

1. device drivers
2. manage queues and buffers

Inkjet printer

’

BIOS (Flash memory)
ROM

<«—>» Power Management

Clock

——> Laser printer

—>»  microphone

ADC ( Analogue --> Digital Data )

—> Speaker

DAC ( Digital Data --> Analogue )

[ Providing a platform for running applications




